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EONIKO AZTEPOZKOMEIO AOGHNQN
El81ko¢ Noyaplaopog Kovbudiwv Epeuvag
Mpappateio

A6rjva, 28.06.2018
Ap. Mpwrt.: 1740

MNPOZKAHZH EKAHAQZHZ ENAIADEPONTOZ
To AIOIKHTIKO YMBOYAIO TOY EONIKOY AZTEPOZKOMMEIOY (EAA)

‘Exovtog umt ov:

1. To N. 4310/2014 (MEK 258/A/08.12.2014) «Epeuva, Texvoloywkny Avamtuén kol
Kalvotopia kat GAAeg Slataelg»

2. To N. 4386/2016 (DEK 83/A/ 11.05.2016) «PuBuiocslg yio tnv €peuva Kal GAAEG
Slatagelc»

3. To apBpo 64 tou N. 4485/2017 (DEK 114/A/04.08.2017) «Opyavwon Kat Aettoupyia
NG avwtatng ekmaibevonc, pubuioelg yla tnv €peuva Kat AAAeC Slatdéelgy

4. To N. 4314/2014 (DEK 265/A/23.12.2014) «A) lNa t Slaxeipion, tov EAeyxo Kot tnv
edapuoyn avamtuilakwy TApeUPBACEWY Yl TNV Tpoypappatiky mepiodo 2014-
2020, B) Evowpdtwon tng 06nyiag 2012/17 tou Evpwnaikol KowoBouAiou Kat tou
JupBouliou tng 13ng louviou 2012 (EE L156/16.06.2012) oto eAAnvikd Sikalo,
tporomnoinon tou v. 3419/2005 (A 297) kot GAAeg Statdelg», kat biwg to dpbpo 30
autou

5. T Swatdelg tou apBpou 4 map. 1 tg MY 33/2006 (DEK 280/A/28.12.2006)
«AvaoTtoAn Sloplopwy Kot mpooAnPewv oto ANUocLo Topéan»

6. Tic Satdtelg tou MNA 62/1986 «Opyaviopodg tou EBvikol Aotepoaokoneiou ABnvwv»
(DEK A’ 21), onwg tpomomnotOnke pe to MNA 258/1999 «Tpomomnoinon tou M.A.
62/1986» (DEK A’ 212), tic Statdéelg tou apbpou 5 tou N. 4051/2012 (DEK A’ 40)
«IUYXWVEVOEL; epsuvnTIKWY  dopeéwv» Kal T Olatdelg t™ne ur  apl.
4908/®M0OP/255 (DEK 209/B/23.03.1995) Ymoupywkng Amodacng «Eowteplkog
Kavoviopog Aettoupyiog EBvikol Actepookoreiou ABnvwv»

7. Tnv ur’ apB. 220611 (DEK 719/YOAA/29.12.2016) Ymoupylwkn Amodacn «a)
Awoplopde E. MAewwvn otn Bfon tou AteuBuvtr tou EBvikol Actepookoreiou
ABnvwv (EAA), B) oplopdg autol we Npoédpou tou Atotkntikol JupBouliou Tou v
Aoyw dopéa, y) avaouykpotnon tou A.X. Tou ev Adyw dopa»

8. Tnv amnodaon tng urm’ aptd. 1139/03-05-2018 Juvedpiaong tou AS tou EAA, pe tnv
omola eykplvetal n mpoknpuén B£€ong £KTOKTOU TMPOOWILKOU ylo. TNV avaAnyn
EKTENEONG £pyou UE avtikeipevo tnv  «Aloxeipion 1P Swktbwv, Aloyxeiplon
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ouoTNUATWY Kal Ymnpeowwv». H damavn tng cuppaong Oa Bapuvel TIG TILOTWOELG
tou EAKE.

npookaAei toug evéladepopevoug va urtofaAAouv aitnon ekdnAwong evéLadEpovtog
ywa cUvayn cOuBaong picBwong £pyou yua pia (1) O€on EKTAKTOU MTPOCWILKOU LLE
cupBaocn £pyou, we 81

Nepwypadn Oéong

Mia (1) 6€on éktaktou mpoowrikol (kwd. 1740), MnxavikoU AKTUWV Kot Edpappoywv pe
avtikeipevo tnv «Aloxeiplon IP Siktbwv, Aloxeiplon cuoTnUATWY Kot YIINPECLWV».

Avtikeipevo TopuBaong

To avtikeipevo Tng ocupPaong sivat:
e Alayxeipion IP Siktvwv
Vlans §iktua Kol apXLITEKTOVLKN SIKTU WV
TIPWTOKOAA IPv4 & IPV6
TPWTOKOAAa SpopoAoynong (kuplwg BGP & OSPF)
aodalelag Skt wv (cupnephappavopévwy Twy Firewalls)
Monitoring diktUou kat tng aopadeiag autou (log analysis and auditing)

SNMP v3, VPNs, DNS, LDAP, Radius, DHCP v6
e Aloyxeiplon cuoTNUATWYV Kal YINPECLWY

O 0O O O O O

o Eykatdotaon, mopaueTponoinan dlaxeipton & cuvtipnon cuoTNUATWY (KUPiwg
Linux [Redhat / CentOS / Scientific Linux / Fedora])
o Avartuén kat Alaxeiplon Yninpeowwv (Web Servers, Mail Servers, FTP Servers,

Java Application Servers kAm.),

o Systems Monitoring (Nagios-based, log analysis, auditing)

o Aodalela cuotnuatwy (iptables, ip6tables), logging, auditing

o Avamrtuén / xprion web-based epappoywv (HTML5/CSS3, Javascript, PHP, Ruby
kal frameworks onw¢ Joomla, Wordpress, Drupal, kAmt.)

o ElSkr) uépuva otnv edapuoyr best-practices yla tnv acpalela edpapuoywy Kat
™V ™pnon tng achaleiog katd tnv Asttoupyia (security monitoring and
auditing)

MAnpéotepn meplypadn tou avtikelpévou kabe Oéong, kabwe Kol ta mopodotéa Tou
oxetifovral pe outh, Oa amotunwbouv otn cUpBacn mou Ba cuvadBei avapsoo oto EAA
KOl OTO ETUAEYEV TIPOOWTTLKO.

Awdpkela T0pBAoNC Kat KOOToG ouupaong

H oOpPBaon Oa eival Sidpkelag dwdeka (12) pnvwv, pe duvatotnta mapdATacn Kot
OUVOALKOU KOOTOUC €ikool Tplwv XWALASdwv Kot oydovta £§L supw (23.086,00€)
OUPTEPIAAUBOVOUEVWY OAWV TWV VOULUWY KPATACEWY, GOpwV, EL0HOPWV KAT.
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Tonog AntaoxoAnong

Qg TOMOG¢ QmOoXOANONG TOU EKTAKIOU TIPOCWTILKOU yla tn B€on aut opilovtal ot
eykataotdoelg tou EAA otnv Neviéln, otn AteuBuvon YnootrpEng Epsuvwy.

Anattovpueva Npooovta

OL evbladepopeveg/oL mpénel va eival ‘EAANVEG TOAITEC 1} TMOAITEG TWV KPATWV-UEAWVY TNG
Eupwnaikng Evwong kat va Stabgtouv ta akolouBa mpocovra:

1. Ntuxio MAnpodopiknc ME 1 AutAwp. HAsktpoAdyou MnxavikoU n AurA.
MnxavikoU H/Y amd AEl tg nuedamng n tng aAloSamng avayvwplopEVo
and tov A.O.AT.A.M. (oe meplmtwon emAoyng MPEMEL VA TIPOOKOWULOTEL
ETUKUPWHEVO avtiypado TitAou omoudwv Kot TTAog avayvwplong and tov
A.0.AT.A.M. yla titho omoudwv amnd tnv aAhodamn).

2. Tekpnpuwpévn eumelpia otn Alaxeipion IP Siktowy

3. Tekpnplwuévn eumelpia otn Alayeiplon cuoTNUATWY Kal YITtNPESLWY

ErmiBuuntd MNpooovta

Tekunplwpévn eumelpia og avantuén / urootnplén / integration Aoylopikou.

Avamnrtuén / unootnpiEn epapupoywv (oe C++, Java, Python, Ruby)

b. Avamtuén / xprion web-based edpapuoywv (HTML5/CSS3, Javascript, PHP, Ruby kot
frameworks omwc¢ Joomla, Wordpress, Drupal, kAm.)

c. Edwn pépuva otnv epappoyn best-practices yla tnv aopaiela epoppoywy Kal tnv
pnon tng achaleiog katd Tnv Asttoupyia (security monitoring and auditing)

d. Xprion mhatdopuwy avartuéng (Git / Subversion / Mercurial kArm)

e. H eumelpia and tnv cuppetoxn otnv avamntuén free/open source projects Oa OswpnBel
npooBeTo MPocoV

Kpttipia A§LloAdynonc

H emloyn twv vroPndiwv yla kdBe Béon mpaypatomnoleital Yetd and Babuoidynon twv
umoBANBeloWY aLTAOEWY WG TIPOG Ta akOAouBa KpLtrpLa:

, . SuvreAeotig
A/A Kpttripto aétoAdynong e
1. Eumelpla otn Alayxeipion IP Siktuwv 50%
2. Eumelpla otn Alaxeiplon cuoTNUATWY Kal YIINPESLWY 40%
Eunepia og avamntuén / vrtootrplén / integration
3. \ 10%
AoylopikoU
2YNOAO 100%

Anapaitnto AlkaoAoynTika
Y10 dakelo umtoPBoAnC TNG potaong kabe svdladepopevou Oa TIPEMEL va EUMEPLEXOVTAL TA
akohouBa otolyela:

e AmAn aitnon pe avadopd otov KwbLKO Kot TitAo Tng BEong

e Avalutiké Bloypadiko Inueiwpa
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e Avtiypada Baokwv TiTAwv omoudwv, AomwyV TITAWV omoudwyv, TLOTOMOLNOEWY
Kol PePawwoswv mpolnnpeoiag, kabwg kalL kabes dMo otoleio mou Ba
TEKUNPLWVEL TA ATOLTOUEVA TIPOCOVTA KAl TO oTolyela mou Ba avadEépovtal oTo
Bloypadikod tou umoPnodiou.

YriooAn Attioswv & Awadikaoia EmAoyig

OL attnoelg Kal ta tAnpn Bloypadikd mpenel va UTtoPANBoUV NAEKTPOVIKA EVTOC SEKATIEVTE
(15) nuepohoylakwv nuepwv amd tn Snuooisuon Tng mapouoag mpookAnong, dnAadn To
opyotepo MEXPL TN Asutépa 16 louAdiou 2018, wpa 14:00, otnv nAsktpovikn SlevBuvon
tech@noa.gr. OL urtoyndlot pmopolv evaAlaktikd va umoBaAlouv hardcopy ¢akelo, kot
EVTOC TNG (61aG WG Avw TPoBEeouiag, TIG ALTOELG TOUG e OAd TA amapaitnTa SIKALOAOYNTIKA
otn AlevBuvon YmootnpiEng Epeuvwv tou EAA kal otnv £181kotepn SteBuvon: AlevBuvon
Yrootnpng Epsuvwv tou EBvikoU Aotepookoneiou ABnvwv, Addo¢ Nupdwv, Onosio,
Mevikd MPWTOKoAAO EAA. ITnv aitnon MPEMEL QMAPALTATWE VO OVaYPAPETAL TO AVTIKELUEVO
™G B€on¢ yla tnv omola ekdnAwvetal evoladEpov.

Avtikataotoon tng urmodndlotntog 1 810pbwaon AUTAC 1 CUUMARPWON TUXOV EAAELTTOVIWY
SLKOLOAOYNTLKWV ETUTPEMETAL LOVO HEXPL TN ANEN TG MpoBeouiag UTTOBOANG TWV OLTHOEWV.
Mpotdoelg, oL omoieg¢ Ba umoPAnBolv pPETA TV AVWTIEPW hUepounvia Kat wpa Ba
amoppinrtovtal wg eknpobeopeg Kal e Ba aflohoyouvtal. EAAITEIC ALTAOELG KAl ALTAHOELG
Xwplg avadopd os KWKo Bong 6 Ba AndBouv uTt’ OYPLv. Mpoacovta nou avadEpovral elte
oTnV TpoTaon, gite oto Bloypadikd onueiwpa, aAd Sev TeKUNPLWVOVTOL LE TNV UTOBOAN
TwV avtlotoiywv dikatohoyntikwy, &g Ba AndBolv ur’ oYy katl g Ba poplodotnBouv yla
NV TeAKN Katataén twv vrnoPndiwv.

Mo mneploootepeg mANpodopieg oL evdladepduevol pmopolv va ameubBivovtal otov
Ap.ABavaclo Mapouon (210-3490005).

Awdikaoio aflohoynong

Ou umoynoidtnteg tng Béong atfoloyouvtal amod Emtpomn AgloAdynong, n omolia
armoteAeltal amd 3 TAKTIKA Kot 3 avaTANPWHATIKA EAN TIPOEPXOHUEVA OO TO TIPOCWITLKO
Tou EAA. To éva TaKTIkO HEAOG €lval UTIOXPEWTIKA 0 ETloTnpovikog YreuBuvog tou €pyou. H
Erutponr) opiletal pe Anddaon tou A tou EAA. H Emwtponr) mapapével idla kab’ oAn tn
SLApKELD TOU €pyou. Agv emITpENETAL T EAN TNG EMitpomic ASLOAOYNGONG va €XOUV OXECELG
OUYYEVELAG EwG Y  Babuou €€ alpatog f ayxlotelog pe onolovénmnote untoPnidlo. H etorynon
NG Emwtpomnn ¢ mpowBeital oto AZ tou EAA.

Avakoivwon anoteAeopaTwy
Metd tnVv €ykplon Touc amo to AY tou EAA ta amotedéopata tng afloAdynong avaptwvtal
otnv LotooeAida tou EAA (www.noa.gr).

YnoBoAn evotaoswv

OL urodlot €xouv Swkaiwpa umoPoAng £votacng Kol TPOcBOONC OTOUC OTOULKOUC
dakélouc Kal ota atoptkd GUAAa aloAdynonc, KATomLv aitnong toug péow tou Kevtplkol
MpwtokdAAou tou EAA, Aodoc Nupdwy, T.0. 20048, T.K. 118 51, Onoelo, ABrva, evtdg
névte (5) epyocipwy NUEPWV ATO TNV NUEPOUNVIC OvAPTNONG TWV OMOTEAECUATWY OTNV
enionun otooeAida tou EAA.

OL attnosLg évotaong UTtoBANAOVTOL HE £Vav QO TOUC MAPAKATW TPOMOUG: OUTOTMPOCWITWC,
pe efouotobotnuévo TPOOWMO, MEOW Taxudpopeiou, HEOwW TOXUUETOdOPEA. ITOUC
teleutaioug U0 TPOTIOUG WC NUepPopnVvia UTIoBOARC tTnNE aitnong Bewpeital n nuepounvia
otn odpayida tou Taxudpoueiou/taxupetoadopéa. Av n NUEPO EKMVONAC TNG OAVWTEPW
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npoBeopiag eival un epyaociun, n npobeopio peTtadEPeTal OTNV APUECWC EMOUEVN EPYACLUN
nuépa. EknpoBeopeg attnoelg 6 Aappavovrat utt’ oy kot Sev e€etalovral.

Appodia va efetdoel TIG evotaoelg eivat n Emtpony Evotdoewy, n omola amoteAeital amnd 3
TOKTIKA KOl 3 QVOTTANPWUATIKA HEAN, TIPOEPXOHEVA QATO TO TPOCWIIKO Tou EAA Kot
ouykpoTteital kaBe €tog pe anodaon tou A tou EAA. To €va €K TWV TAKTIKWY HEAWV Eival
UTIOXPEWTIKA Epeuvntng. Aev emutpénetol ta PéEAN TnG Emtponrg Evotdoewv va €xouv
OXEOELG OUYYEVELAG £wC Y’ Babpou €€ aipatog f ayxloteiag pe onolovénmnote untoPnidlo.

Nounoi Opot
Ma toug evdladepopévouc, Twv omoiwv ol tithol omoudwv Tpltofadulag ekmaidsuong

(MPOMTUXLAKWY KAl MHETAMTUXLOKWY) QATOTEAOUV QMOALTOUPEVO ] OUVEKTILWEVO TUTIKO
TPOCOV Kal £xouv xopnynBel amod Wpupata tou eEwteplkol, autol MpEmel va cuvodelovtal
artd TILOTOMOLNTIKA avayvwplong tou AOATANM.

Emonuaivetal ot n napovoa MpookAnon duvatal os KAOe oTAdl0 AUTAC va patalwbed,
Xwplg £kaotog urtoPndlog va Siatnpel otavénmote afiwaon £vavti tou EAA.

H ouppetoxn ouvenayetal mAnpn amodoxn Twv 0pwv tT¢ mapovoog MpokAnong ekdNAwonNG
evbladépovroc.

H mapouoca MpookAnon Ba dnuocleutel otnv totooeAida tou EAA (www.noa.gr), otn
AIAYTEIA kat 6mou aAAoU amattnBei ano to popéa xpnuatodotnong.

O AteuBuvtiig tou EAA
& Mpoedpogtou A3,

KaBny. EppovounA MAswwvng

EMMANOUIL PLIONIS Wnelakd umoyeypaupévo
andé EMMANOUIL PLIONIS
Huepounvia: 2018.06.29
12:46:55 EEST
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